Common User Data Network (CUDN) Router Baseline Security Configuration 

Routers provide several network and protocol layer features to increase security on IP networks. These features can not only protect the router from security violations but more importantly can protect the network from outside threats such as unauthorized access, data theft and denial of service. This document outlines the baseline security configuration for any router that connects to the Common User Data Network (CUDN), regardless of managing agency. This document uses the CISCO router as example; however the concepts apply to any vendor equipment performing similar functions. 

A. Basic System Standards: The following are the minimum system criteria for CUDN 

routers: Y2K compliant hardware (consult vendor for current compliance status). IOS Version (Cisco only) 11.2 (any release) or (11.1 and above are Y2K compliant), Flash Memory: 8MB, DRAM: 32MB, Authentication Protocols: Router must support TACACS+, RADIUS, and standard passwords. 

B. Global / Interface Configuration Commands: The following commands disable default services that are not required for router operation and present security vulnerabilities. Configure these commands on the router in global configuration or on a per-interface mode.

Command no service tcp-small-servers: disables TCP connections to the Echo, Chargen, Daytime, and Discard services 

Command no service udp-small-servers: disables UDP connections to the Echo, Chargen, Daytime, and Discard services 

Command no service finger: disables connections to the Finger service (TCP port 79)

Example Cisco Router Configuration 

Router(conf)#no service tcp-small-servers

Router(conf)#no service udp-small-servers

Router(conf)#no service finger

Command no IP-directed-broadcasts on each active/inactive Ethernet interfaces. This commands stops the router from converting Layer 3 broadcasts into Layer 2 broadcasts. This command limits the effects of a "SMURF" attack. The "SMURF" attack sends a large volume of ICMP packets to a Layer 3 broadcast address (ex 147.37.37.255). Without this command, the router will send a Layer 2 Broadcast frame onto the network and each host will potentially respond. This condition could possibly eat up network bandwidth, effectively denying service for legitimate users. 

* Note: If DHCP is used and the request must cross the router, be sure to have an ip helper-address configured on the router. 

Example Cisco Router Configuration

Router(conf)#int e 0/0

Router(conf-if)# no ip directed-broadcast

Command service password-encryption (encrypts all clear-text passwords stored in configuration and visible via the show conf command). This is important because all configuration files are backed up to a management server. If that server is compromised and files accessed, these passwords would be captured. Also, if a denial of service attack is successful against the TACACS server, the captured passwords could be used for router access and configuration.

Command enable secret – password must be IAW USAREUR IA password policy. Enable Secret is different than the password encryption service. This command provides stronger encryption for the enable password only where the password-encryption service protects VTY, AUX and Console passwords.

Command no IP source route

Command no IP http-server – disables the web server on some newer IOS versions.

Command no cdp enable - disables CDP protocol on selected interfaces (Cisco only). This should be disabled on each WAN interface. This protocol, although useful, provides a lot of information if enabled by unauthorized personnel.

Example Cisco Router Configuration

Router(conf)#int s 0/1

Router(conf-if)# no cdp enable

Command ip route-cache flow (75xx series and IOS version 12.0)- enables Netflow switching. This command allows the router to inspect packets as part of a flow instead of each individual packet.

Command no ip rcmd rcp-enable – disables remote copy and remote shell servers on some newer IOS versions .

Change the privilege level to level 15 (enable level) for the following commands (enable level)

a. show access-list 

b. show IP traffic 

c. show CDP neighbors 

d. show CDP neighbors detail 

e. show tech support

Example Cisco Router Configuration

Router(conf)# privilege exec level 15 show tech-support

Router(conf)# privilege exec level 15 show cdp neighbors detail

Router(conf)# privilege exec level 15 show cdp neighbors Serial1/1 detail

Router(conf)# privilege exec level 15 show cdp neighbors Ethernet1/1 detail

Router(conf)# privilege exec level 15 show cdp neighbors Serial1/0 detail

Router(conf)# privilege exec level 15 show cdp neighbors Ethernet1/0 detail

Router(conf)# privilege exec level 15 show access-list

Router(conf)# privilege exec level 15 show cdp

Router(conf)# privilege exec level 15 show ip accounting

Router(conf)# privilege exec level 1 show ip

Router(conf)# privilege exec level 15 show access-lists

Router(conf)# privilege exec level 1 show

C. Access Control and Authorization

1. TACACS, configured for access to non-privileged (through VTY and AUX ports) and privileged mode (globally). All routers connected to the CUDN will use TACACS to authenticate VTY, AUX and Enable log-in. Contact the supporting DOIM to apply for a TACACS username and password. Contact the DNCC if your position requires a second level (enable) TACACS login. 

Router (conf)#enable last-resort password

Router (conf)#enable secret jhal5&w! (this password will be encrypted in the configuration file so keep a copy locked up!)

Router (conf)# tacacs-server host x.x.x.x

Router (conf)# tacacs-server host x.x.x.x

Router (conf)# tacacs-server last-resort password (don’t forgot this command or you will be locked out if the server fails!)

Router (conf)# tacacs-server extended

Router (conf)# tacacs-server authenticate enable

2. Console password, must be IAW USAREUR IA password policy. Password MAY NOT be the router or unit name. Also, Exec time-out value will be set to no more than 2 minutes. 

Router (conf)#line console 0

Router (conf-line)# login

Router (conf-line)# password !x7b$jd9O (this password will be encrypted with the password encryption service so keep a copy locked up!)

Router (conf-line)# exec-timeout 2 00 (this sets the time out to 2 minutes 0 seconds)

3. Access to VTY ports through TELNET will be restricted with an Extended Access Control List and VTY ports will be limited to three (down from the default of 5). This access-list may only contain registered USAREUR and/or necessary DISA-Europe addresses. COMMERCIAL ISPs and FOREIGN IP addresses are forbidden from the list. In addition to TACACS, a VTY password will be applied to the lines. The password must be IAW USAREUR IA password policy. Password MAY NOT be the router or unit name. Also, Exec time-out value will be set to no more than 2 minutes. Applying this access-list considerably limits vulnerability to the Cisco IOS remote router crash as outlined in CIAC bulletin I-084. 
Note: When using IOS version earlier than 10.0, do no apply the access-list to the vty ports until the access-list is already configured on the router. Doing so may lock out all access to the router through telnet.

Router (conf)#access-list 194 permit ip 192.73.27.0 0.0.0.255 any 

Router (conf)#access-list 194 permit ip 147.40.42.0 0.0.0.255 any

Router (conf)#access-list 194 deny ip any any log

Router (conf)#line vty 0 4

Router (conf-line)#access-class 194 in

Router (conf-line)#password f6rU)+h1 (this password will be encrypted with the password encryption service so keep a copy locked up!)

Router (conf)# line vty 4

Router (conf-line)# transport input none

Router (conf)# line vty 3

Router (conf-line)# transport input none

4. Access to the AUXILLARY port (usually used for modem connections) will be restricted with a DENY ALL Extended Access Control List. This access-list will block access to TCP ports 2001, 4001,6001. In addition to tacacs, an AUX password will be applied to the lines. The password must be IAW USAREUR IA password policy. Password MAY NOT be the router or unit name. 

Router (conf)#access-list 195 deny ip any any log

Router (conf)#line aux 0 

Router (conf-line)#access-class 195 in

Router (conf-line)#password f6rU)+h1 (this password will be encrypted with the password encryption service so keep a copy locked up!)

C. Simple Network Management Protocol (SNMP)

1. SNMP access should be limited to RO and must be controlled via a standard access-list and appropriate community name. The community name of "public" is NOT an appropriate community string. 

Router (conf)#access-list 97 permit 192.73.27.0 0.0.0.255

Router (conf)#access-list 97 permit X.X.X.X

Router (conf)#snmp-server community jhdfjkahsd RO 97 

2. The Data Network Control Center (DNCC) will have read-only access to each router in the theater. This will allow the central management facility to maintain an accurate picture of the data network in theater.

C. Accounting Functions

1. Standard IP accounting for output packets is required for each router interface. 

2. A SYSLOG logging host must be designated to receive logged information. As a minimum, the router will be configured to send informational traps to the DNCC logging host and/or a local LAN logging host.

C. Banner

1. As a minimum, the standard USAREUR computer Warning Banner must be configured on each CUDN router. Other information, such as community name or POC information may be included in addition to the warning banner:

Router (conf)#banner 

Department of Defense SECURITY WARNING 

"This is a Department of Defense (DoD) interest computer system. All DoD interest computer systems and related equipment are intended for the communication, transmission, processing, and storage of official U.S. Government or other authorized information only. All DoD interest computer systems are subject to monitoring at all times to ensure proper functioning of equipment and systems including security devices and systems, to prevent unauthorized use and violations of statutes and security regulations, to deter criminal activity, and for other similar purposes. Any user of a DoD interest computer system should be aware that any information placed in the system is subject to monitoring and is not subject to any expectation of privacy."

 

G. Perimeter Router / Firewall Router

The perimeter router is the first line of defense for an organization or unit Internet connection. Each perimeter router should be configured to provide some level of security for the unit’s network. The following access-control lists will provide protection against several known attack patterns. 

1. This Access Control List will be applied inbound on the outside connection interface: 

Router (conf)#int s 0/0

Router (conf-int)# ip access-group 191 in

no access-list 191

! Smurf Attack 

access-list 191 deny icmp any 0.0.0.0 255.255.255.0 echo

access-list 191 deny icmp any 0.0.0.255 255.255.255.0 echo

access-list 191 deny icmp any 0.0.0.0 255.255.255.0 echo-reply

access-list 191 deny icmp any 0.0.0.255 255.255.255.0 echo-reply

! Invalid addresses-often used in "spoofing attacks"

access-list 191 deny ip 127.0.0.0 0.255.255.255 any

access-list 191 deny ip 10.0.0.0 0.255.255.255 any

access-list 191 deny ip 192.168.0.0 0.0.255.255 any

access-list 191 deny ip 172.16.0.0 0.0.255.255 any

! TCP/UDP scan source ports

access-list 191 deny tcp any any eq 0

access-list 191 deny udp any any eq 0

! TCP/UDP mux ports, udp Satan scans

access-list 191 deny tcp any any eq 1

access-list 191 deny udp any any eq 1

! Unused small servers-often used in attacks/probes

access-list 191 deny tcp any any eq 9 

access-list 191 deny udp any any eq 9 

access-list 191 deny tcp any any eq 11

access-list 191 deny udp any any eq 11

access-list 191 deny tcp any any eq 14

access-list 191 deny udp any any eq 14

access-list 191 deny tcp any any eq 15

access-list 191 deny udp any any eq 15

access-list 191 deny tcp any any eq 16

access-list 191 deny udp any any eq 16

!Chargen denial of service

access-list 191 deny udp any any eq 19 log 

access-list 191 deny tcp any any eq 19 log

! Whois server port

access-list 191 deny udp any any eq 43 

access-list 191 deny tcp any any eq 43

! Finger service-provides info on users

access-list 191 deny udp any any eq 79 

access-list 191 deny tcp any any eq 79

!Link Service

access-list 191 deny tcp any any eq 87

access-list 191 deny udp any any eq 87

! NNTP news service

access-list 191 deny tcp any any eq 119

access-list 191 deny udp any any eq 119

access-list 191 deny tcp any any eq 144

access-list 191 deny udp any any eq 144

! IRC chat service and read news service

access-list 191 deny tcp any any eq 194

access-list 191 deny udp any any eq 194

access-list 191 deny tcp any any eq 531

access-list 191 deny udp any any eq 531

access-list 191 deny tcp any any eq 532

access-list 191 deny udp any any eq 532

access-list 191 deny tcp any any eq 6666

access-list 191 deny udp any any eq 6666

access-list 191 deny tcp any any eq 6667

access-list 191 deny udp any any eq 6667

!Real Audio service

access-list 191 deny tcp any any eq 554

access-list 191 deny tcp any any eq 7070

access-list 191 deny udp any any eq 7070

!Remote WHO service- provides info on users

access-list 191 deny udp any any eq 513

access-list 191 deny tcp any any eq 550

access-list 191 deny udp any any eq 550

! Netbus attack

access-list 191 deny tcp any any eq 12345

access-list 191 deny tcp any any eq 12346

!BackOrifice windows attack

access-list 191 deny udp any any eq 31337 log

! Echo and Snork denial of service attacks

access-list 191 deny tcp any eq 7 any eq 7 log

access-list 191 deny udp any eq 7 any eq 7 log

access-list 191 deny udp any eq 7 any eq 135 log

access-list 191 deny udp any eq 135 any eq 135 log

!Chargen denial of service

access-list 191 deny tcp any eq 19 any log

access-list 191 deny udp any eq 19 any log

!Deep throat trojan

access-list 191 deny udp any any eq 2140 log

access-list 191 deny udp any eq 60000 any log

!Socket de Troie

access-list 191 deny tcp any any eq 5000 log

!Master’s Paradise

access-list 191 deny tcp any any eq 40421 log

access-list 191 deny tcp any any eq 40422 log

access-list 191 deny udp any any eq 3129 log

!Anti-Spoofing protection

access-list 191 deny ip "lan network address" any log 

!this statement is absolutely necessary or everything will be denied

access-list 191 permit ip any any

 

2. This Access Control List will be applied inbound on the inside (unit lan) connection interface( see above list for explanation of statements)

Router (conf)#int e 0/0

Router (conf-int)# ip access-group 193 in

no access-list 193

access-list 193 deny icmp any 0.0.0.0 255.255.255.0 echo

access-list 193 deny icmp any 0.0.0.255 255.255.255.0 echo

access-list 193 deny icmp any 0.0.0.0 255.255.255.0 echo-reply

access-list 193 deny icmp any 0.0.0.255 255.255.255.0 echo-reply

access-list 193 deny ip 127.0.0.0 0.255.255.255 any

access-list 193 deny ip 10.0.0.0 0.255.255.255 any

access-list 193 deny ip 192.168.0.0 0.0.255.255 any

access-list 193 deny ip 172.16.0.0 0.0.255.255 any

access-list 193 deny tcp any any eq 0

access-list 193 deny udp any any eq 0

access-list 193 deny tcp any any eq 1

access-list 193 deny udp any any eq 1

access-list 193 deny tcp any any eq 9 

access-list 193 deny udp any any eq 9 

access-list 193 deny tcp any any eq 11

access-list 193 deny udp any any eq 11

access-list 193 deny tcp any any eq 14

access-list 193 deny udp any any eq 14

access-list 193 deny tcp any any eq 15

access-list 193 deny udp any any eq 15

access-list 193 deny tcp any any eq 16

access-list 193 deny udp any any eq 16

access-list 193 deny udp any any eq 19 

access-list 193 deny tcp any any eq 19

access-list 193 deny udp any any eq 79 

access-list 193 deny tcp any any eq 79

access-list 193 deny tcp any any eq 87

access-list 193 deny udp any any eq 87

access-list 193 deny tcp any any eq 144

access-list 193 deny udp any any eq 144

access-list 193 deny tcp any any eq 194

access-list 193 deny udp any any eq 194

access-list 193 deny udp any any eq 513

access-list 193 deny tcp any any eq 531

access-list 193 deny udp any any eq 531

access-list 193 deny tcp any any eq 532

access-list 193 deny udp any any eq 532

access-list 193 deny tcp any any eq 550

access-list 193 deny udp any any eq 550

access-list 193 deny tcp any any eq 6666

access-list 193 deny udp any any eq 6666

access-list 193 deny tcp any any eq 6667

access-list 193 deny udp any any eq 6667

access-list 191 deny tcp any any eq 554

access-list 193 deny tcp any any eq 7070

access-list 193 deny udp any any eq 7070

access-list 193 deny tcp any any eq 12345

access-list 193 deny tcp any any eq 12346

access-list 191 deny udp any any eq 2140 

access-list 191 deny udp any eq 60000 any 

access-list 191 deny tcp any any eq 5000 

access-list 191 deny tcp any any eq 40421 

access-list 191 deny tcp any any eq 40422 

access-list 191 deny udp any any eq 3129 

access-list 193 deny udp any any eq 31337 

access-list 193 deny tcp any eq 7 any eq 7 

access-list 193 deny udp any eq 7 any eq 7 

access-list 193 deny udp any eq 7 any eq 135 

access-list 193 deny udp any eq 135 any eq 135 

access-list 193 deny tcp any eq 19 any 

access-list 193 deny udp any eq 19 any 

access-list 193 permit tcp "lan source address" any 

access-list 193 permit udp "lan source address" any

access-list 193 permit icmp "lan source address" any

access-list 193 deny ip any any log

The above lists will provide the minimum level of security for an organization. To configure a more restrictive "firewall-like" perimeter router, see separate document, "Configuring the Firewall Router". This document will explain how to configure a perimeter router to protect the network from unauthorized access or attack. The information is provided as a guide and not a standard configuration. Each router access-control list will be different and depends on the network services required by an individual organization and the router’s position in the network architecture. 

Access-List Tips: The following are some general guidelines when configuring access-control lists

1. It is very difficult to type in each line off a long access-list at the command-line. Use one of the following methods for ease:

a. Type your access-list on a text editor (notepad, vi) and copy/paste the entire

from the text document. This will make changes much simplier.

b. Type your access-list on a text editor (notepad, vi) and upload to a tftp server. Copy the file to the router by using the copy tftp ru (or write net) command facility.

2. When making changes to an access-list, whether on the router console or thru file upload, always erase the previous access-list by using "no access-list #" command. This line should be at the top of any access-list file that is automatically uploaded through tftp or copy/paste.

3. Always remember that an access-list has an implicit deny statement at the end of each list. This statement is there whether you type it in or not. 

4. Never apply an access-list to an interface and then begin typing in the list on the command line. The router begins processing the list immediately and you may inadvertently deny access to the router or network. Use tftp ONLY if the list is already applied to an interface and you must make changes to the list. 

 

H. Cisco IOS Vulnerabilities and Protective measures

1. Cisco IOS Remote Router Crash: This vulnerability may cause a crash and reload of the router if an untrusted and unauthenticated user gains access to the login prompt of a router or other Cisco IOS device. An attacker who wants to exploit this denial of service attack does not need to log in to the device; establishing a terminal connection is sufficient.

Permanent Fix: Cisco IOS v9.1 to v10.3 users should upgrade to the latest supported version for the device. An interim release of 11.0(20.3) is immediately available, and the first supported release containing the fix will be 11.0(21). As with any software upgrade, you should verify that your hardware supports the new software before upgrading. The most common problem is inadequate RAM. 

Temporary Fix: Prevent interactive access to the Cisco IOS device from the following access points: 

a. VTY Lines: Apply the 'ip access-class' line configuration to apply an access list to all virtual terminal lines. This will limit by IP address those machines that are authorized TELNET access to the router. An access-list containing all USAREUR networks can be obtained from the Data Network Control Center or Regional Computer Emergency Response Team-Europe. This list is required by USAREUR Router Policy regardless of the vulnerability. In addition, change the default number of VTY ports from 5 to 3 to reduce the number of access points. 
b. Asynchronous: Apply the 'no exec' configuration command to lines used by untrusted users or unused lines. 
c. AUX Lines: Apply the 'ip access-class' line configuration to apply an access list to the AUX line. Unless the AUX port is used for modem access, the access-list should be a deny all list. This will eliminate unauthorized access to the ports 2001, 4001, 6001. This list is required by USAREUR Router Policy regardless of the vulnerability. 

Further Information: 

a. a. http://www.cisco.com/warp/public/770/ioslogin-pub.shtml. 

b. CIAC Information Bulletin I-084 "I-084: Cisco IOS Remote Router Crash" at http://www.ciac.org/ciac/bulletins/i-084.shtml. 

a. http://www.iss.net/xforce
2. Cisco IOS Land Attack: LAND.c is a denial of service attack against various TCP/IP implementations. The attack sends a TCP SYN packet (connection attempt) using the target router’s address as both source and destination and using the same port on the target router as both source and destination. Recovery may require physically visiting the affected hardware. 

Permanent Fix: Cisco IOS v10.3 to v11.2 users should upgrade to 10.3(19a), 11.0(17), 1 1.0(17)BT, 11.1(15), 11.1(15)AA, 11.1(15)CA, 11.1(15)IA, 11.2(10), 11.2(9)P,

11.2(4)F1, or the latest supported version for the device. As with any software upgrade, you should verify that your hardware supports the new software before upgrading. 

Temporary Fix: Configuring inbound access-lists can block this type of attack. Input access-lists are available in IOS versions 9.21 and above. To use this method, configure an inbound access list that includes the addresses of all router interfaces, and apply the list to each interface. An example configuration is described below:

Router (conf)#access-list 192 deny tcp host 172.16.64.1 host 172.16.64.1 log 

Router (conf)# access-list 192 permit ip any any

Router (conf-int)#access-class 192 in

 

Further Information:

a. Cisco Interim Field Notice "TCP Loopback DoS Attack (land.c) and Cisco Devices" at http://www.cisco.com/warp/public/770/land-pub.shtml. 

http://www.iss.net/xforce
3. Cisco IOS Command History Release at Login Prompt: An error in the classic Cisco IOS allows untrusted or unauthenticated users, who can gain access to a login prompt, to obtain fragments of a previous interactive session. This means that an unauthorized user may obtain sensitive router information and possibly even passwords.

Permanent Fix: Upgrade to the latest supported version for the device. As with any software upgrade, you should verify that your hardware supports the new software before upgrading. 

Temporary Fix: Prevent interactive access to the Cisco IOS device from the following access points: 

a. VTY Lines: Apply the 'ip access-class' line configuration to apply an access list to all virtual terminal lines. This will limit by IP address those machines that are authorized TELNET access to the router. An access-list containing all USAREUR networks can be obtained from the Data Network Control Center or Regional Computer Emergency Response Team-Europe. This list is required by USAREUR Router Policy regardless of the vulnerability. In addition, change the default number of VTY ports from 5 to 3 to reduce the number of access points. 
b. Asynchronous: Apply the 'no exec' configuration command to lines used by untrusted users or unused lines. 

 

c. AUX Lines: Apply the 'ip access-class' line configuration to apply an access list to the AUX line. Unless the AUX port is used for modem access, the access-list should be a deny all list. This will eliminate unauthorized access to the ports 2001, 4001, 6001. This list is required by USAREUR Router Policy regardless of the vulnerability. 
d. Overwrite potentially sensitive information before logging out by entering repeated spaces until the command interpreter will accept no more commands and then press the "return" key. This procedure has not been verified to completely remove the vulnerability but can reduce the probability of compromised information. 

 

Further Information:

a. CERT Vendor-Initiated Bulletin VB-98.11 available at http://www.cert.org 
b. Assist Advisory 98-09 available at http://www.assist.mil
I. Future Implementations

1. Configure Cisco IOS Firewall Feature set for 2500, 2600 and 3600 series. 

2. Integrate support for one-time passwords through a third party AAA server (router access only). 

3. Upgrade border routers to IP/FW with TRIPLE DES IOS to encrypt certain types of traffic across the backbone. 

4. Configure AAA new model to support TACACS+ and improved accounting features. 

5. Configure SNMP v2 for encrypted community strings (SNMP host 2c A.B.C.D, where A.B.C.D is the IP address).
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