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KEY CONTROL PROGRAM

1.  PURPOSE: To establish physical security policies and procedures to be followed within the U.S. Army Dental Activity, Fort Lewis, Washington.

2.  REFERENCES:

a.  AR 190-51

b.  HSC Reg 190-3

c.  HSC Reg 190-5

3.  RESPONSIBILITIES:

a.  The Commander, DENTAC, has over all responsibility for the Physical Security within the DENTAC, but will designate in writing a Key Control Officer and an alternate.  To the maximum extent possible, personnel below the grade of O-1 or GS-7 will not be appointed as a Key Control Officer.  The activity Key Control Officer will appoint a Key Custodian in grade E-6, GS-5, or above for each Dental Clinic.  One copy of the memorandum appointing Key Control Officer/Alternate/Custodian will be forwarded to the Security Officer MAMC.

b.  The Dental Activity Senior Dental NCO is the DENTAC Key Control Officer.

c.  Clinic Key Control Custodian will:

(1) Maintain all keys and locks procured for their Dental Clinic.

_________________________________________________

*This memorandum supersedes DM 190-50, dated 02 Jan 98.

(2) Maintain a written record on HSC Form 051-R, Key Control Register, of all keys issued from Logistics Division with key numbers and location of locks.

(3) Maintain a written record of all keys issued to personnel on HSC 051-R.

(4) Insure that only authorized personnel have access to keys to controlled areas, i.e., narcotic drugs, needles, syringes, precious metals, supply storage areas.

(5) Insure keys to controlled areas/vulnerable areas are issued to authorized persons only on an as needed basis.  Keys will not be issued for personal retention except if daily turn-in clearly jeopardizes mission performance or seriously impedes operational efficiency.  Keys authorized for personal retention will be strictly limited.

(6) Maintain an access roster of personnel authorized access to keys to mission essential/vulnerable areas.

(7) Insure keys are not combined (i.e., kept on the same key ring) with administration keys.  Controlled medical substance storage areas includes dental precious metals and dental prosthetic teeth.

(8) Insure keys to controlled areas identified in paragraph 2c (4) above, that are not operational 24 hours a day, are locked in at least a 26 gauge container located away from the controlled area.

(9) Insure unissued keys to controlled areas are stored in a safe which is under the activity control and located away from the controlled area.

(10) Insure unissued keys to administrative areas are stored in a locked key cabinet of at least 216 gauge metal that is permanently secured to a wall and the door secured with a tumbler type locking device.  Access to the key cabinet will be limited to the Key Custodian.  For multi-shift operations, alternate Key Custodians may be appointed consistent with efficient operations.  Access will be restricted to at least the same degree as would access to the most sensitive key contained therein.

(11) Conduct inventories as follows:

(a) Keys issued for personal retention will be inventoried at least monthly in accordance with para. D-5, AR 190-51.

(b) All other keys will be inventoried at least semi-annually.

(12) Records of the current inventory and the last previous key inventory will be kept on file.  Earlier key inventories may be destroyed.

(13) Conduct an inspection every six months utilizing MAMC Form 206-A (Key Control Inspection Checklist) to insure the key control program is being properly managed.  One copy of the inspection report will be forwarded to the Security Officer MAMC.

(14) In the event a key is lost, broken, stolen or cannot be accounted for, report this information to the DENTAC Key Control Officer.  Locks will be changed and keys issued immediately to preclude any unauthorized person gaining access to the activity.

(15) Insure that keys to narcotics drug storage areas, storage cabinets for needles, syringes, precious metals, and supply storage areas are at no time taken out of the dental clinic.

(16) Insure the number of available keys to storage areas do not exceed three in number.

(17) Insure master keys are prohibited for use in controlled areas.

(18) Insure all administrative master keys are devoid of markings identifying them as master keys.

(19) Insure all personnel departing PCS/ETS have accounted for and returned all keys in their possession prior to departure.

(20) Padlocks will be rotated at least annually.

4.  GENERAL:

a.  Duplication of keys is prohibited except as follows:

(1) All work-order requests for duplication of keys will be routed through the DENTAC Key Control Officer.

(2) No keys will be duplicated without the expressed approval of the Commander DENTAC and DENTAC Key Control Officer.

b.  Controlled substances will be stored in an authorized double locked container.  Cabinet, medicine, combination with narcotic locker, NSN 6530-00-702-9420, or equivalent, meets all qualifications for a double locked container.

c.  Combination lock containers.  The following instructions are applicable to all combination lock containers that do not contain classified information:

(1) DD Form 727 (Classified Container Information) will be used for all combination lock containers.  The annotation, CONTAINS NO CLASSIFIED INFORMATION will be placed in bold letters on the face of the form.

(a) Copy 1 of DD Form 727 will be posted on the container in a conspicuous place.

(b) Copy 3 of DD Form 727 (which contains the combination) will be folded, placed in an envelope, sealed with tape, and signed across the sealing flap by the custodian.

(c) Copy 2 of DD Form 727 will be affixed to the front of the envelope containing the combination.

(d) The envelope containing the combination will be forwarded to the Adjutant General MAMC, for safe keeping.

(2) Privacy Act Statement concerning DD From 727 will be prepared in duplicate (one copy for file and one copy for the individual concerned).

(3) Locks or combinations will be changed every 12 months, when loss or compromise is suspected, upon receipt of a container, or when personnel having access depart.

(4) DA From 672 (Safe or Cabinet Security Record) will be used to record the times that containers are opened, locked and checked.  When the form is completely filled, it will be retained for 90 days and then destroyed.

d.  ALL combination and key control records will be protected as FOR OFFICIAL USE ONLY information.

e.  Dental Clinics.  The keys for areas where narcotic drugs, needles and syringes are maintained will be locked in a safe or locked container of 26-gauge steel construction away from the storage area, for security purposes, after duty hours.  Exterior door keys are the only keys authorized to be removed from the facility.

5.  The proponent of this memorandum is the Office of the Commander, U.S. Army Dental Activity, Fort Lewis, Washington.

FOR THE COMMANDER:







 //Original Signed//

DANIEL R. KRAL

MAJ, MS

Executive Officer

DISTRIBUTION:

1 DENTAC Headquarters

1 each Dental Clinic
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