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MEMORANDUM FOR SEE DISTRIBUTION


SUBJECT:  Information Assurance Security (ISS) Standard Operating Procedures (SOP) 

1.  References.


a.  AR 380-19 (Information Systems Security), 27 Feb 98


b.  FT Lewis Local Operating Instructions (FL LOI) 380-19a


c.  ISSO Handbook, 10 OCT 95


d.  MOI (Information System Security Procedures) HQ, Western Region ROTC


e.  Ft Lewis Computer-User Handbook, 27 DEC 99

f. DOD Directive 5200-28 (Security Requirements for Automated Systems), 21 MAR 88


g.  AR 25-IA (Information Assurance Security), Draft

2.  Purpose.  The purpose of this SOP is to provide continuity with Automated Information System (AIS) policies, procedures, and accreditation process for all computer systems within HQ, Western Region ROTC. This SOP is intended to help all sections in applying appropriate security counter-measures and ensuring the effectiveness of controls and operations of AIS equipment, to include general guidelines and policies IAW the above cited references. 

3.  Proponent.  The proponent for this SOP is the Information Management Division's Information Assurance Security Manager (IASM) and the Information Assurance Security Officer (IASO), HQ, Western Region ROTC.

4.  Guidance & Scope.  Guidance provided herein this SOP will be utilized for AIS accreditation, AIS Operating Procedures, AIS security guidelines, rules and regulations, and IASO and AIASO duties and responsibilities, to include general policies concerning AIS equipment within HQ, Western Region ROTC.  All policies and guidance also applies to all brigades and battalions assigned to the Western Region (ROTC) for purposes of ADP use, accreditation, and security.

5.  Responsibilities.  Responsibilities contained in this SOP range from the appointed duty personnel (DAA, IASM, IASO, AIASO's) to the individual User.  All personnel assigned to HQ, Western Region ROTC will be held responsible for the guidelines, policies and procedures contained herein. 


a.  Director Approving Authority (DAA).  Overall responsible for ensuring all AIS accreditation guidelines outlined in 380-19 are followed.  Has ultimate approving authority for all AIS equipment accreditation plans.  Provides guidelines and policies received from higher (U. S. Army Cadet Command) to the ISSM and ensures AIS directives from Cadet Command  are followed.


b.  Information Assurance Security Manager (ISSM).  Overall responsible for implementing and maintaining AIS SOP, policies, plans, and operating procedures within HQ, Western Region ROTC. Responsible for submitting AIS accreditation documentation to the Director Approving Authority (DAA) and maintaining the DAA's approval documentation.  Has the authority to implement policy and procedures concerning all AIS equipment and its users assigned to Western Region ROTC.  Establishes unit AIS accreditation plan, and maintains accreditations of all AIS equipment (by section) within Western Region ROTC.  The IASM will appoint an Information Assurance Security Officer (IASO) and Assistant Information Assurance Security Officers (AIASO's) as required.  The IASM will maintain a copy of duty appointment orders for the appointed IASO and AIASO's.  Also will establish and ensure AIS training and security guidance is provided as necessary for all HQ, Western Region ROTC personnel.  May delegate the IASO to conduct special projects or work on specific areas concerning AIS.  Maintains and keeps all AIS policy updated and oversees all AIS issues and concerns. 


c.  Information Assurance Security Officer (IASO).  Overall responsible for the security of all Automated Information Systems within Western Region ROTC.  Assists the IASM on all AIS matters as required.  Supervises all AIASO's by providing current information, changes in AIS policy, and ensures all AIASO's maintain their AIS responsibilities within their appropriate section. Responsible for maintaining and updating AIS accreditations as changes to current accreditations occur and or expire. 


d.  Assistant Information Assurance Security Officer (AIASO).  Overall responsible for the security of all Automated Information Systems with their appropriate sections.  Assists the IASO on all AIS matters as required.  Ensures users/operators within their respective section comply with AIS policies and procedures by AR 380-19, AR 25-IA, the unit IAS SOP, and the IASO directives.  


e.  Network Security Officer (NSO).  Has all the same duties and responsibilities as a System Administrator.  Provides overall guidance to personnel who are users of the LAN.  Ensures security compliance with AR 380-19 and associated directives/regulations for the Western Region (ROTC) and National Advanced Leadership Camp networks.  Ensures passwords are changed at least every 90 days.  Reviews and evaluates the security impact of system changes.  Ensures that software programs are legal IAW license agreements.  Reviews network event logs to ensure adequate security and proper usage IAW all ADP related regulations and directives.


f.  Only those personnel designated by the commander are authorized to use an AIS.  Access to an AIS is based on the access control policy established in the accreditation documentation.  Each end user is responsible for the following:



(1)  Use the AIS only for authorized official duties.



(2)  Safeguard the hardware, software and information/data files as property of the US Government.



(3)  Maintain the AIS and the immediate work area in a clean and orderly manner as outlined herein.



(4)  Adhere to the applications software procedures established for the duties being performed.



(5)  Advise the TASO, NSO or IASO of any unexpected system response or malfunction.



(6)  Comply with information safeguarding procedures specified for the sensitivity of data processed as outlined herein.



(7)  Protect passwords.  Passwords must be memorized.



(8)  Use anti-virus program.



(9)  DO NOT USE BOOTLEG, FREEWARE, OR SHAREWARE SOFTWARE.



(10)  Make frequent backups in accordance with instructions in Continuity of Operations Plan (COOP).

6.  System Sensitivity Designation and Mode of Operation.


a.  All Automated Information Systems (AIS) will be designated, based on the highest classification or sensitivity of data processed.  The mode of operation will be as specified in the conditions for its accreditation.

     b.  The Commander, HQ, Western  Region ROTC will comply with higher (US Army Cadet Command) directives concerning the accreditation of the AIS being operated within HQ, Western Region ROTC.  A copy of the Delegated Accreditation Authority’s approval document for each system must be provided to and maintained by the HQ, Western Region ROTC Information Assurance Security Manager (IASM).



(1)  SENSITIVE BUT UNCLASSIFIED (SBU) - The AIS processes Sensitive But Unclassified information as defined in AR 380-19, Para 1-5b (1) and (2).  The DAA for SBU for processing is as follows:



(a)  For “stand-alone” systems processing SBU information with no electronic connection to any other system. Western Region ROTC Commander may execute a Certificate of Use/Accreditation and furnish a copy of that documentation to the HQ, Western Region ROTC IASM.  



(b)  All sections within Western Region ROTC that process SBU, operating in a network (two or more computers linked together), an area network, or a “dial-up” connection, such as E-Mail, must be accredited by the Network DAA to operate in the applicable network(s).  This does not apply to Local Area Networks only the terminals connected to it.



(c) Minimum Requirements:  When all the provisions cited in this MOI are met regarding the Certification of Use/Accreditation for the systems described, and a copy is provided to the HQ, Western Region ROTC IASM, as well as to each AIASO within their respective sections, the system will be considered accredited.  All AIS processing unclassified-sensitive information will achieve the minimum requirements listed in AR 380-19, Para 2-3, Ref 1a.  All systems will be operated in the Dedicated Security mode.        

7.  General.


a.  Classified and Unclassified Sensitive Processing.



(1) The computer, disk drives, printers, monitors and all software (program and data files) will be secured when not in use.  Magnetic media containing classified information will be

secured in accordance with applicable references.



(2)  Magnetic media containing sensitive information will be used only on properly accredited automated systems.



(3)  Privacy Act information will be treated and handled as required by AR 340-21.  Information exempt from release under the Freedom of Information Act IAW AR 25-55 will be marked with the caveat "FOUO."  



(4)  The system will not be connected to any external communications link unless specifically authorized in the accreditation documentation.



(5)  All government owned or leased software will be secured in a locked container after duty hours.  Accountability of original distribution diskettes and documentation will be in

accordance with reference 1a.  Government owned or leased software will not be removed from the workplace or used on privately owned computers.



(6)  Privately owned software will not be used on any government owned AIS unless approved by the IASM in consultation with the Installation Systems Security Manager.  NEITHER PRIVATELY OWNED SOFTWARE NOR PRIVATELY OWNED COMPUTERS WILL BE USED TO PROCESS CLASSIFIED INFORMATION.  



(7)  Use of privately owned PCs to process government related work at the work site is discouraged; however, the Region Commander may choose to approve or disapprove such use after a technical review by the Region IASO.  All work processed on these PCs is considered property of the US Government.  All AIS/IAS policies and regulations are applicable to that employee owned PC while it is being used in the government facility, to include accreditation.  The owner of the PC will comply with these regulations, and the Region SOP.



(8)  Public domain software, shareware or any software product obtained from any electronic bulletin board or service will not be installed on any government owned AIS without approval of the Designated Accreditation Authority.

8.  Physical Security. The objectives of physical security countermeasures must include: safe-guarding personnel, prevention of unauthorized access to equipment, facilities, material, media, and documents; safeguarding against espionage, sabotage, damage and theft; and to reduce the exposure to threats which could cause a denial of service or unauthorized alteration of data.

    a.  The vast majority of the information assurance security concerns for Fort Lewis and its sub-posts are centered on desk-top and portable computers, simply because those systems represent 99 percent of the systems held.  The fact that they are small and are operated in thousands of locations throughout the post, sub-posts and in tactical areas, makes security management critical. It is for these systems that the ISSO’s Handbook was developed.


b.  Keys to the facility will be maintained in a key repository with access controlled in accordance with AR 190-51, Appendix C.  DA Forms 5513R will be used for key control

purposes.


c.  At no time will the system be left unattended while operational.  Windows NT/2000 provides for the locking of the workstation while away, without having to power down the system.  Windows NT/2000 also provides a similar password protection for the screen saver option.  Either of these countermeasures are acceptable for securing your PC while unattended.


d.  Close of business checks will be annotated on Standard Form 701.  The SF 701 will contain an entry for ADPE to indicate all hardware and software has been checked and secured.


e.  All systems will be protected with a surge protector.


f.  Smoking, eating or drinking of any beverage in the immediate vicinity of the system is prohibited.


g.  The system will be kept as free of dust and other contaminants as possible.


h.  Handling and storage of magnetic media (diskettes, cartridges, etc), will be in accordance with manufacturers guidance and/or system user guides.


i.  All system components will be engraved or etched to indicate US Government ownership, if practical.


j.  A cable-locking device will be used to secure the system and its peripherals to some form of platform if no other means to achieve appropriate physical security standards required by AR 190-51 is available.


k.  The use of smokeless tobacco products is not allowed near the computer system.


l.  ADP equipment will not be placed in areas where damage from flooding, falling objects, excess heat or electrical hazards is likely to occur.


m.  If possible, it is best to turn off and unplug AIS during electrical storms.


n.  Computers will be located on a solid table, stable desk or table with adequate ventilation for the computer system.


o.  At the end of the duty day the last individual working in the area will check the area for AIS security.  FORSCOM Form 247-R will be posted in the computer area and signed by the last

individual to leave, they will check to ensure all system hardware is accounted for and all data diskettes are properly secured. 


p.  Good housekeeping will be practiced at all times.  Excess paper products and flammables will not be stored in the facility.

9.  Personnel Security.


a.  Initial security briefings will be conducted by the section AIASO for all operator personnel to ensure that they are familiar with the security provisions of this SOP.  Each operator will

acknowledge that they understand these security procedures by signing the acknowledgment sheet attached to this SOP.  Personnel terminating employment will be adequately debriefed, passwords changed, and accounts deleted.


b.  Periodic Security Awareness Training will be conducted using posters, articles, films, newsletters and bulletins.  Periodic Security Awareness Training will be documented.


c.  Should it become necessary to remove a person from a job for disciplinary reasons, the IASO will be notified in advance in order to ensure proper security measures are taken to safeguard the systems, network security and data. 

10.  Procedural Security.


a.  All systems processing sensitive government information will be protected by a password with Alpha Numeric structured passwords with at least one capital letter and one special character for each individual user.  All passwords will be memorized.


b.  Passwords will be changed at least once every 90days or earlier if user no longer has access to system.


c.  At time of issuance, users will be briefed on password classification, measures to safeguard passwords and prohibition against disclosure to other personnel even though they may be

assigned to the same system.


d.  Privacy Act/FOUO data will be stored, controlled, disseminated, and destroyed IAW Chapter 4, AR 340-17 and AR 340-21.  Recipients of this data will be informed of protection

requirements.  Privacy Act/FOUO will be destroyed by shredding, or, as a minimum, tearing each paper into four pieces.


e.  Government automated systems will not be used to process personal information.


f.  The current virus protection programs will be loaded on all “stand alone” systems.  Under no circumstances will this program be disabled or altered in any manner.  All networked PCs will have the virus protection installed, and daily updates will be posted by the Symantec Network Server as part of the managed network (i.e., the users machine will automatically update its virus signatures daily via the Symantec Server).

11.  Software Safeguards.


a.  Software programs will be controlled by the Region IASO.  Programs created by the office will be produced under the supervision and control of the IASO, and will be properly documented.  Only authorized software will be used in the creation of programs.


b.  Only software that has been specifically developed or approved for use, or has been purchased or leased by an authorized US Government representative, will be used with Army

AIS.  Games, bootleg software and shareware for which the developer has not been reimbursed will not be used on any activity systems.


c.  On networked computers, the system is configured so that no software may be installed without administrator permissions.  Users are prohibited from installing any software without authorization from the Region IASO or Systems Administrator.


d.  The following procedures should be used when handling diskettes:



(1)  Do not place diskettes on terminals, in books, or under equipment.  Do not place diskettes near any magnetic source such as telephones, radios, tape recorders, speakers or

microwaves ovens.



(2)  Do not touch any exposed areas or try to wipe diskettes clean.



(3)  Keep diskettes out of direct sunlight and away from extreme heat.


e.  The only government owned software authorized for loading onto an employee owned PC is the Symantec Anti-Virus software.  Copyright laws are to be strictly enforced, and violations may merit disciplinary actions and/or UCMJ.  Such actions may also result in civil penalties by the software manufacturer and/or Army.


f.  Software licenses are maintained and managed by the Western Region IASM.

12.  Fire Protection.


a.  Fire prevention procedures will be in accordance with existing regulations and SOPs.  Fire extinguishers will be of the type and quantities recommended by the Fort Lewis Fire Department

and will be positioned within easy access of the system/facility.


b.  All personnel assigned to the facility must know the locations and understand how to use fire extinguishers.  

13.  Communications Security.


a.  No system is authorized to engage in telecommunications unless authorized in the accreditation documentation.  Prior to engaging in telecommunications, each IASO, user, or supervisor must ensure that appropriate COMSEC measures are instituted, and

that the conditions of accreditation are adhered to.


b.  All data, classified or unclassified is required to be protected while being transmitted.  Protection is achieved by use of a hardware encryption device as specified in the accreditation documentation.


c.  Computers are prohibited from having both a Network Interface Card (NIC) and a modem installed in them, i.e., no computer is authorized to be connected to the LAN and a phone line at the same time.

14.  Training and Awareness.  Each person-authorized access to an AIS is required to become familiar with the contents of this SOP.  A record of acknowledgment by each person-authorized access to an AIS will be maintained by the IASO.


a.  The IASM will conduct annual training for IASOs and will provide them with periodic training in the form of Security Awareness Newsletters and Security Awareness Bulletins.


b.  The AIASOs are responsible for conducting training for the end users.  As a minimum the following training will be conducted:



(1)  Initial training briefing to include the following:



(a)  Threats, vulnerabilities and risks associated with the system.



(b)  Information security objectives.



(c)  Responsibility associated with the system and the data produced.



(d)  Passwords, access, handling and storage considerations.



(e)  Physical and environmental considerations.



(f)  COOP, emergency and disaster plans.



(g)  Use of virus protection program.



(2)  Periodic reviews consisting of films, training booklets, periodicals, news articles, and reading Information System Security SOP.



(3)  Debrief.

15.  Automated Information Assurance Security Incidents.


a.  All AIS security incidents (destruction or theft of a system, unexplained output, unauthorized attempts at access, abnormal system response, viruses, loss of classified

diskettes/classified data or classified information inadvertently placed on the hard drive) will be reported to the IASO immediately.  The IASO will notify the IASM who will initiate an

investigation.


b.  The IASM will advise the commander of the possibility of a system penetration, virus incidents or security violation and ensure all information is maintained until the incident is

resolved.


c.  The IASM will report all security incidents to the DAA, the Cadet Command Information Systems Security Manager, and the DOIM Information Systems Security Manager.


d.  If an AIS is destroyed beyond repair or stolen, a copy of the report of survey will be submitted to the Security Division, DPTMS, in order to remove the system from the Accreditation Data Base.

16.  Configuration and Inventory Management.  This is the accredited combination of hardware, software and user procedures developed to perform functions in accordance with the terms of accreditation.  


a.  No changes to the hardware or software inventory to any AIS will be made without notification of the IASM. 


b.  All software and hardware procurements will be made and managed by the Region IASM.  


c.  Procurements will be approved in the Requirements Statements.


d.  All new hardware will be immediately accredited, and hand receipts updated.  IMO will submit a distribution plan to F-10 supply after the procurement is made.  F-10 will notify IMO once the equipment arrives, then handle distribution IAW the IMO plan.


e.  All Region PCs are cloned with exactly the same software and configurations prior to issue.  The current standards are detailed in ANNEX B (Network Considerations).

17.  Repair and Maintenance.


a.  Should the system fail and require repair, the IASO or IASM will be notified.  All sensitive media and data files will be secured by the user.  


b.  If the system should require replacement, the user or section AIASO will make a backup of all files before the IMO removes the old system.


c.  The IMO will be responsible for reconfiguring the system and reloading all software.  All preferences and user files will be handled and replaced on the new system by the user or section AIASO. 

18.  Purging/Declassifying Procedures.  In the event that systems need to be turned in or destroyed, all media needs to be purged.

    a.  NORTON UTILITIES, (Version 3.1 or higher)  has been identified as containing acceptable routines to purge non-removable magnetic media of classified material up to SECRET.  Purging non-removable magnetic media to which classified data has been written will be accomplished by using the NORTON Utility "WIPEDISK" command using the "G” switch.  This will cause the entire surface of the media to be wiped three times, once with binary 1s, again with binary 0s and a third wipe with any optional hexa-decimal value.  Use of NORTON Utilities or any other software product to only wipe files is not acceptable and does not meet the purging requirements of Appendix F of AR 380-19.

    b.  The IASO will verify that the purging has been properly accomplished before declassifying and releasing the media for other purposes.

19.  Destruction.  


a.  All non-useable magnetic media will be destroyed by shredding.  CD ROMs will be scratched across the readable face multiple times then discarded.


b.  In the event that the Region ever has classified information processed: all non-useable magnetic media containing classified residue will be destroyed by degaussing then shredding.  Use of burn barrels is prohibited.  Shredding or cutting diskettes or cartridges without degaussing is not an approved method of destruction.

20.  Automated Information System Accreditation.  AR 380-19, Chapter 3, Ref 1a outlines policies governing the security accreditation of Army AIS and networks.  Basic goals include ensuring that accreditation efforts will be appropriate for the system being accredited as well as cost-effective.


a.  An example of an acceptable AIS accreditation for a SBU Stand-Alone system is in the ISSO’s Handbook.  That example may be used in those instances whereby; a single AIS, or a grouping (not electronically connected) of more than one AIS that shares the following characteristics: The same DAA, common risks and countermeasures to combat the risks as determined by the risk management process, and common data sensitivity.  


b.  Under the provisions of AR 380-19, Para 3-4, Ref 1a, and the ISSO Handbook, addresses the local operating area and risk environments on this installation.  The document describes the general environments in which systems may operate; buildings, controls and barriers, climatic conditions or natural hazards, power reliability, personnel certifications and security clearances, criminal activity, police and fire protection, threats from foreign intelligence services, and general standards for AIS personnel training and security awareness programs. AIASO's within HQ, Western Region ROTC may use the Fort Lewis generic document as a guide, however, they must address their specific localized conditions for their operating and risk environments.    

    c. All National Advanced Leadership Camp computers are accredited as Networked PCs out of building 9D48, thus a single accreditation for all PCs in the building.  These PCs are treated as temporarily hand-receipted items from the IMO during Advanced Camp.  Then, they are returned to storage, where they are technically “stand alone” assets but accredited for network use.  The accreditation will remain valid throughout the year (i.e., 9 months out of the year they are in bldg 9D48).

21.  Effectiveness, Reviews, and Inspection Program. Under the provisions of AR 380-19, Para 5-6, Ref 1a, organizational and operational dynamics demand continuing review of the effectiveness of security controls.  


a.  Because of the diversity of AIS environments, and the high dependence on automation systems throughout the Army, Cadet Command has directed HQ, Western Region ROTC to manage the Information Assurance Security program for this unit.


b.  Western Region ROTC is charged with implementing the IAS program.  In order to assess the effectiveness of the program, Cadet Command has directed the IASM, and IASO to prepare for inspections of AIS, and to check for proper operation, protection, handling, transmission, and compliance with appropriate directives and Federal Law.   


c.  Cadet Command will conduct an inspection of all AIS equipment and facilities commencing in FY00. The dates for inspecting HQ, Western Region ROTC will be coordinated with the IASM and or the IASO for the activity concerned.


d.  The Inspection Checklist to be used by the CIP is in this SOP book. (outdated document) 


e.  Each IASO is encouraged to use the inspection checklist to conduct inspections of their own AIS activities.  Due to the fact that there are thousands of computers distributed throughout the installation, self-policing is one of the best ways to ensure that AIS under your purview are functioning within the scope of regulations and law.

22.  POC for this SOP is CPT Schroeder, Western Region Sigo/IASO, 967-9599.









DAN B. PATTERSON









COL, FA













Western Region CofS

DISTRIBUTION:

A

1.  Continuity of Operations Plan (COOP).

All network back-up tapes will be stored in a security container separate from the primary facility.  Region back-ups are stored in building 1011 in a safe.

Networking Considerations SOP

1.  Configuration of PCs.

2.  Server Set-up.

Risk Management Review

Headquarters, Fort Lewis, Washington 98433-9512

1.  Each section is comprised of four parts.  The first, “Threat”, identifies threats to computer systems, the second “Vulnerability Analysis” provides an assessment of the threat; the third, “Risk” provides the potential for it to occur; the last, Countermeasures” provides the actions taken to negate the risk of it occurring.

2.  Units/organizations are expected to supplement this review whenever additional threats or vulnerabilities are identified that are not covered in the basic Risk Management Review.

A.  THREAT:  Fire



VULNERABILITY ANALYSIS:  The equipment, data, and program files and the operating supplies could be damaged or destroyed by smoke, heat, or actual burning as a result of fire.  Magnetic media and/or read-write heads can be contaminated by smoke particles which would cause faulty data transfers or associated errors.  Fire can occur through faulty electrical circuitry, or in waste through carelessness.



RISK ASSESSMENT:  Moderate



COUNTERMEASURES:  Portable fire extinguishers as recommended by the Fort Lewis Fire Department must be on hand in sufficient quantities and types to extinguish any fire which may accidentally occur.  Personnel must be trained in the use of portable fire extinguishers and fire drills must be held IAW post regulations.  Data and program files must be backed up routinely and stored in an area separate from the facility or in a fire resistant container.

B.  THREAT:  Flooding



VULNERABILITY ANALYSIS:  Flooding becomes a possibility for sites located in the basement.  Breakage of water pipes either in above the facility or leaks in roofs over the facility can cause flooding.  Although Fort Lewis is not on a flood plain, a number of computer systems are located in basement areas.  Flooding could damage the computer system and/or magnetic media in the form of diskettes which would be destroyed if exposed to water.



RISK ASSESSMENT:  Low



COUNTERMEASURES:  All magnetic media, including program and data files must be backed up routinely and stored in a secure container.  When not in use, systems should be covered with plastic sheeting (if practical).  Software, servers, and PCs in the basement are best stored or installed 6” off the floor where possible.

C.  THREAT:  Water Damage



VULNERABILITY ANALYSIS:  Water damage becomes a possibility due to leaks in water pipes either in or above the facility or leaks in the roofs of the facility.  Magnetic media in diskette form would be destroyed if exposed to water.  Hard drives could be damaged if exposed to water.



RISK ASSESSMENT:  Low (or Moderate for equipment stored in North Fort buildings)



COUNTERMEASURES:  Any water pipes or other potential sources of water damage must be inspected regularly and leaks or malfunctions reported to the installation Department of Public Works.  All magnetic media, including program and data files must be backed up routinely and stored in a secure container.  When not in use, computer systems should be covered with plastic sheeting if practical.  Software, servers, and PCs in the basement are best stored or installed 6” off the floor where possible.

D.  THREAT:  Earthquake



VULNERABILITY ANALYSIS:  Fort Lewis is in a geographical location where earthquakes of mild to moderate intensity occur.  However, seismic risk cannot be evaluated.



RISK ASSESSMENT:  Low



COUNTERMEASURES:  no effective countermeasures can be applied to reduce the effects of earthquakes on buildings/structural failure.  Loss of data can be minimized by routine back-up procedures.  Back-up files must be stored in secure containers as well as diskette files which should effectively protect media.  Equipment should be stored on shelving that is secured to the structure, as well as some form of netting to prevent equipment from falling off the shelf.

E.  THREAT:  Volcanic Eruption



VULNERABILITY ANALYSIS:  Mount St. Helens, Mount Rainier, and other volcanos on the “Pacific Ring of Fire” all have the potential for volcanic eruption at “any time” (in geological terms).  Eruptions will cause ash fallout which is abrasive and potentially destructive to magnetic media and hardware.  Loss of hardware would result in denial of service.



RISK ASSESSMENT:  Low to Moderate



COUNTERMEASURES:  Loss of program and data files could be minimized by routine back-up procedures, and proper storage in secure fire resistant containers.  In the event of ash fallout, entrances to facilities and/or internal operation areas must be cleaned before starting up systems.  Where practical, system hardware should be covered when not in use.

F.  THREAT:  Windstorm/Failure of Supporting Utilities



VULNERABILITY ANALYSIS:  Windstorms represent potential threats to the facility, not necessarily because of physical damage which could occur to the structure, but the effect on supporting utilities.  Heavy windstorms occur in the Fort Lewis area primarily during late fall through early spring.  Interruption of electrical power poses a more serious threat because of the effect on ADP operations.  The probability of loss of service would more than likely occur because of blackouts, power outages or load shedding by the local supporting utilities.  Variations in quality of power can also result in logic errors, erroneous data transfers, or in extreme cases damage to hardware and loss of program or data files.



RISK ASSESSMENT:  Moderate to High



COUNTERMEASURES:  Daily back-up routines will preclude loss of program and data files.  All systems will use a surge protector in case of “power spikes” to protect hardware and peripherals.  In case of hardware failure, emergency tasks can be accomplished on a number of similar systems available on the installation.  

G.  THREAT:  Malicious Acts/Misuse by Authorized Users



VULNERABILITY ANALYSIS:  The accuracy and security of the system and the data contained therein can be affected by programmer error, erroneous data input, theft of computer time, misuse of the system, tampering and malicious acts and unauthorized disclosure of sensitive information.  Sensitive information stored on diskettes could be copied and removed from the facility without detection.



RISK ASSESSMENT:  Moderate



COUNTERMEASURES:  Office routines supportive of good security practices will constantly be reinforced.  Controls also include review of output, file retention in archival form, back-up routines and if appropriate, maintenance of a daily log or system journal (NT Event Logs) which will provide an audit of system use.  The System administrator will review these Logs daily to identify any attempts at hacking into the system.

H.  THREAT:  Unauthorized Users



VULNERABILITY ANALYSIS:  The system is susceptible to misuse or attack by unauthorized persons having access to the system after duty hours, or over the network.  Access to media (program and data files, operating system software, etc.) should only be possible through forcible physical entry to storage cabinets or security containers.  System access by unauthorized persons could result in compromise of sensitive information.  Sensitive information stored on diskettes could be copied and removed from the facility without detection, or if stored on a hard drive, removed via the Network by “hackers”.



RISK ASSESSMENT:  High



COUNTERMEASURES:  All program and data files, including system operating software must be stored in lockable containers or other securable cabinets affording protection against unauthorized use.  The facility must be locked and checked on close of business to ensure protection of equipment and adata IAW physical security regulations as well as AR 380-19 and AR 380-5.  Close of business checks must be conducted as per the Region Staff Duty SOP.  Access controls must be established and enforced to prevent use by disgruntled or terminated employees.

I.  THREAT:  Software/Hardware Failure



VULNERABILITY ANALYSIS:  System software and hardware are selected from commercially available, off the shelf products with no history of failure.  Older hardware is maintained and upgraded by the system administrator, and have a relatively reliable history.  Original distribution diskettes and CD ROMs may, however, be copied and converted to unauthorized use.  Operation software may become contaminated through introduction of unauthorized software on multi-user systems.  The availability of public domain software, shareware or freeware presents a threat posed by viruses or other malicious coding.  The system may become inoperable due to wrong or outdated versions of executive or application software being introduced.



RISK ASSESSMENT:  Moderate



COUNTERMEASURES:  Maintenance and repair service is readily available through contract maintenance personnel to ensure rapid recovery from hardware failure.  Similar systems are also available within the organizations, or if necessary from other installations resources to ensure completion of urgent tasks.  Software support is available through the DOIM Help Desk, the IMO shop, or Pro-Soft (for the schools) and familiarization and advanced training in the most commonly used applications is offered through CPO and/or CBT classes.  Public domain, shareware, freeware or material obtained from Electronic Bulletin Boards will not under any circumstances be installed on the system without obtaining approval from the IASM.  Installation of operational software after system failure may only be accomplished by IMO personnel.

J.  THREAT:  Theft



VULNERABILITY ANALYSIS:  Fort Lewis has experienced the theft of several computers during the past few years.  Facilities can be forcibly entered after duty hours by unauthorized personnel.  Forcible entry may not be detected after the fact unless good security and inventory practices are enforced.  Lack of proper key controls can contribute to loss, damage or destruction of government property. 



RISK ASSESSMENT:  Moderate



COUNTERMEASURES:   Adherence to good property accountability and periodic inventories will serve as a deterrent to theft of portable and desktop systems which can be easily removed without detection and disposed of locally through illicit markets.  All hardware should be engraved to indicate US Government ownership.  Key control must be enforced.  Close of business checks must be recorded IAW Western Region Staff Duty SOP.

K.  THREAT:  Interception of Transmitted Data (Communications)



VULNERABILITY ANALYSIS:  Systems that transmit information over unprotected circuits are vulnerable to COMINT efforts.  Data can be intercepted or monitored by unauthorized individuals.  Communications protocol may fail to positively identify the transmitter or receiver of a message.  Data or programs may be stolen via telephone circuits from a remote job entry terminal.  Programs may be modified to compromise security or the organization.  Data may be accidentally misdirected to the wrong terminal.  Communication nodes may leave unprotected fragments of messages in memory during unanticipated interruptions in processing.  Data may be deliberately changed.  An unauthorized user may “take over” a communications port as an authorized user disconnects from it.  A terminal may be “spoofed” into providing sensitive information.  False messages may be inserted into the system or actual messages may be deleted from the system.  Messages may be recorded and replayed into the system.



RISK ASSESSMENT:  Moderate



COUNTERMEASURES:  Full compliance with the provisions of AR 380-19 and related system security messages from DA is required prior to engaging in telecommunications or operating with a network.

L.  THREAT:  TEMPEST Considerations



VULNERABILITY ANALYSIS:  Systems which process classified information are susceptible to unintentional compromising emanations, which may be intercepted and analyzed by hostile intelligence or other unauthorized persons or activities.



RISK ASSESSMENT:  Low



COUNTERMEASURES:  The Region has no systems processing classified information.  However, systems that would process classified information would be installed and operated IAW RED/BLACK separation criteria specified in AR 380-19.  The installation TEMPEST Control Officer has provided guidance that has been incorporated in the system SOP and the system accreditation documentation.

Acknowledgement:

3.  I have analyzed the results of the review and concur in its content.  Further, I have directed implementation of the stated countermeasures and procedures as outlined in the IAS SOP in order to minimize risks associated with operation of the system.  I consider them to be the most effective safeguards to prevent unauthorized disclosure of information, denial of service or use, unauthorized manipulation of information, and unauthorized use.

Western Region Computer User Agreement

As a user of a Western Region (ROTC) automated information system, I will adhere to the following security rules:

1.  I will use Army information systems (computers, systems, and networks) only for authorized purposes.

2.  I will not import any software or install hardware on any computer (for example, client, workstation, server) without first getting written approval from my Systems Administrator (SA) or Information Assurance Security Officer (IASO).

3.  I will not try to access data or use operating systems or programs, except as specifically authorized.

4.  I know I will be issued a unique identifier and a password to authenticate my identifier (that is, a user ID). After receiving my user ID—


a.  I will protect the password that authenticates the identifier.


b.  If I am assigned an individual user account, I will not permit anyone else to use my password, nor will I reveal my password to anyone else. If my account is on a classified network, I will protect the password in accordance with the level of the network’s classification level.


c.  I am responsible for all activity that occurs on my individual account once my password has been used to log on.


d.  If I have a classified account, I will change my password at once every 90 days.


e.  If I have an unclassified account, I will change my password a least once every 90 days.


f.  I will ensure that my passwords for both classified and unclassified accounts meet current FT. LEWIS standards (for example, length, character set, no prohibited sequences or combinations) as directed by the IASO.


g.  I will not store my password on any processor or microcomputer or on any magnetic or electronic media unless approved in writing by the IASO.


h.  I will not tamper with my computer to avoid adhering to FT. LEWIS password policy.


i.  I will never leave my classified/ unclassified computer unattended while I am logged on or unprotected by a “passworded” screensaver.

5.  I know that it is a violation of policy for any computer user to try to mask or hide his or her identity, or to try to assume the identity of someone else.

6.  I know that if connected to the Secure (SIPRNET) Data Network, my system operates at least in the Secret, “system-high” mode.


a.  Any magnetic media used on the system must be immediately classified and protected at the system-high level, regardless of the implied classification of the data (until declassified or downgraded by an approved process).


b.  I must protect all material printed out from the SIPRNET at the system-high level until I or someone with the appropriate clearance personally reviews and classifies the material.


c.  I will not enter information into a system if the information has a higher classification than the system. I will not enter information that is proprietary, contractor-excluded, or otherwise needs special protection or handling, unless approved in writing by the IASO.


d.  If connected to the SIPRNET only U.S.-cleared personnel are allowed unescorted access to the system.


e.  Magnetic disks or diskettes will not be removed from the computer area without the approval of the local commander or head of the organization.

7.  My site IASO has informed me of TEMPEST (Red/Black) separation requirements for system components, and I will ensure that those requirements are met.  I will not move hardware or alter communications connections without first getting approval from the systems administrator or the IASO.

8.  I will check all magnetic media for malicious software before loading it onto a FT. LEWIS system or network.

9.  I will not forward chain-mail or virus warnings. (The Regional Computer Emergency Response Team, issues virus alerts and threat advisories.) I will report chain e-mail or virus warnings to my IASO and delete the message.  I will not attempt to run “sniffer” or other hacker-related software on the system.

10.  I know I am subject to disciplinary action for any violation or abuse of access privileges.

11.  If I observe anything that indicates inadequate security on the system I am using, I will immediately notify the site IASO.  I know what constitutes a security incident and know that I must immediately report such incidents to the IASO.

12.  I will comply with security guidance issued by my systems administrator and IASO.

13.  I understand that this agreement merely summarizes key points governing the use of Government computers in Western Region (ROTC), and is not an all-inclusive list of requirements and procedures governing the use of Western Region (ROTC) computers.

I understand this agreement and will keep the system secure.  If I am the site supervisor, group chief, systems administrator, or IASO, I will ensure that all users in my area of responsibility sign this agreement.

	Name (typed or printed):
	


	Signature:
	


	Date signed:
	


